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PEKOMEHOAL A
[10
BE3OINACHOCTW

He octaBnanTe KapTy
6e3 npucmoTpa

N HEe nepegaBanTe
HUKOMY
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Hukomy He roBopuTe
[TH-kog n koa
Oe3onacHoOCTU

He XpaHuTe
PEKOMEHOALINIA
S MUH-ko psiaom

BESONACHOCTIA IR'eTerrel .
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€ S5 & CoePbAnK
3ameHuTe
"MNH-kon
B ObaHKkomaTe
Ha N3BECTHbIV
TONbKO BaM U
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LS 3anoMHUTE ero
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OcmoTpute baHkomMmaTt
nepen CHATUEM [OEHeEr,
Ha>XMUTE KHOMKY «OTMEHa»
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g GG ™ & CBEPBAHK

SECURITY

He BbliOpacbiBanTe
B YPHY Y€K,
KOTOPbIN
nevyaTaeT

PEKOMEHOALIA B =101V Ih)

[10
BE3OINACHOCTW




MOBWJTbHbIN BAHK

Y10 Takoe MOOUNbHLIN OAHK:

Ycnyra gaet BO3MOXHOCTb
pacnopsXatbCcs AeHEXHbIMA
cpeacTBaMu U OTCNEXNBATb
NoCTynneHne aeHer Ha 6aHKOBCKYIO
kapTy Yepe3d CMC-onoBeLleHmne

[1ns nonb3oBaHUS MOOUIbHbLIM

OaHKNHIOM HY>KHO MMETb TOJbKO
TEJIE®OH!

ER
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MegaFon LTE

~R:R0

co ckuakomn 1 200p. Ha
cnegytouime 8 noesnok B
Takcu ot cepBuca Gett. Ytobbl
BOCMO/1b30BaTbCA CKUAKOM,
aKTUBUPYUTE KynoH: http://
s.sberbank.ru/v/
x5D8Teg57YQbf nonnatute
noesaky kapton C6epbaHka B
Mo6unbHOM npunoxeHun Gett.
KynoH peinctyet B TeyeHue 30
OHel ¢ MOMEHTa aKTUBaLuumM Ha
noesgkun no Mockee.

MoppobHee: www.sberbank.ru/
t/gett5/ NMAO CbepbaHk

cyb6ora 18:48

VISA3109 15:46 MNMokynka
160GEL AKIDO LTD banaHc:
15384.57p

cy66ora 21:17

VISA5306 18:15 lNokynka
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He coobLlanTte HUKOMY
naponu nsa CMC

ol MegaFon LTE 16:44 O NN54%0C )

: O

9-00 >
DJIALVINIVIFUDIMIA J1.

nepeser(a) Bam 139.00 RUB

PEKOMEHOAL A
[10
BE3OINACHOCTW

CnucaHune cpeacTs:
YM*TIMEPAD (RUB 2000.00);
naponb: 212114. He

coobuwante naponb HUKOMY.
ToNbKO MOLLEHHUKMN
3anpaLlumBaloT nNaponu.

BT, 5 MaprTa, 21:39



PEKOMEHOAL A
[10
BE3OINACHOCTW

Ecnu notepanu
TenedoH Un1n CMeHUNU
HOMEP MOOUIMBHOIO,
obpaTutech
B OaHK




He noakno4yaunTe

PEKOMEHAALA @

EE30MACHOCTY
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PEKOMEHOAL A
[10
BE3OINACHOCTW

Ecnun nonyunnmn CMC
O nepeBoae, KOTOPbIN
He coBepLuanu,

obpaTutech

BBBBBBBB
CCCCC
SSSSSSSS

% CBEPBAHK

B OaHK

VISA3109 13:33 cnucaHue
3000p BanaHc: 7330.09p




CBEPBAHK OHNAMH

YTO Takoe MHTepHeT-OaHKUHT:

Ycnyra no3Bongder:
CamMocTosATENBbHO U B Nt0boe
BpPeEMS MONnb30BaTbCA yClyramu
O6aHka 4yepe3 VIHTepHeT

PeliaTbs onepaTtuBHO BOMNPOCH
b6e3onacHoCTH




CkaumBante moounbHoe

NPUNoXXeHne B opurymanbHbIX
MarasmHax

’ 3arpysuTe B
' App Store

N\
G oo D> Google Play
PEKOMEHOALN mem—
[0 YcTaHoBuTe

BE3OINACHOCTU

CbepbaHk OHnanH
C BCTPOEHHbIM
aHTUBMNPYCOM
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PEKOMEHOAL A
[10
BE3OINACHOCTW

CCCCC
SSSSSSS

He coobwanTte HUKOMYy:

* JlornH n napornb
oT CoepbaHk OHnanH

* [laponu
n3 CMC

ull MegaFon LTE 16:44

<

0

9-00 >

nepesen(a) Bam 139.00 RUB

CnucaHue cpecTs:
YM*TIMEPAD (RUB 2000.00);
naponb: 212114. He

coobuwante naponb HUKOMY.
ToNbKO MOLLEHHUKMN
3anpalumnBatoT Naposu.

BT, 5 mapra, 21:39
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PEKOMEHOAL A
[10
BE3OINACHOCTW

B BebO-Bepcuun BBOAUTE OAHHbIE
TONIbKO ecini AOMEeH TOYHO
coBnagaeT c Ha3BaHMeM cauTa

CbepbaHk
OHnaviH

Ha4YnHaeTCcs
c httpS:

17



€ S5 & CoEpbAnK

CBoeBpeEMEHHO
obHoBnANTE

nporpaMmmHoe
obecneyeHue

PEKOMEHOALIMM
Mo
BESONACHOCTI BCLLZ:E o e

YcTaHoBUTE

18



KAK HE
[TOMNACTbCH

HA YJIOBKW
MOLUEHHNKOB?




3TO HYXKHO 3HATE € ooy & CoEPBAHK

CoumanbHasa UHXXeHepuUus —
BO3OeNCTBME MOLLUEHHUKOB Ha nogeun,
Npn KOTOPOM XEePTBbl COOCTBEHHbLIMW
pykamMuy OTAaloT CBOWU OAEeHbIM UNnn
cooOLaoT AaHHbIe

MoLweHHn4YecTBO No TenegoHy—
BUO couuanbHOWU UHXEHepUn, npu

KOTOPOM MOLUEHHWKU 3adeUCTBYIOT
TenedooH

20



COLI,l/lAJ'IbHAFl NHXXEHEPWUA. € o5 & coepBAHK
MOLWEHHWYECTBO 11O TEJIEOOHY

OOLWnn NPUHUKMN BCEX aTaK —
BBeEeHne B 3abnyxgeHue

3M0OYMbILUIEHHUKNA MOTYT
NMPUMEHSITb pa3fnYHbIE
TEXHUKW, HAanpaBneHHbIE

Ha aMouMn, cnadocTun nnu
MHbleé OCODEHHOCTU NMUYHOCTI




KAK PACIMNO3HATb MOLLWEHHWKA
[10 TEJIE®POHY?

He3HaKoMbIV UMK CKPbITbI HOMEP

0 TenedoHa

BHe3anHOCTb U TpeboBaHmMe DbLICTPOro
NPUHATUSA peLLleHUs

Upe3amepHaa HaCTOMYMBOCTb UMK
3anckmBaHue/yrosapmBaHue

Ha Baluu Bonpochl

MHTepec kK Bawinm nepcoHanbHbIM AaHHbIM
nog npeanoromMm nomMoLlm

@ HeBHATHOCTb U HEYETKOCTb OTBETOB

Ll |

o
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KEM MOXET NPEACTABUTHCA © s i
MOLLIEHHWK?

Bawwmnm poacTBEHHUKOM, «NOMaBLUUM
B Oealy», B CBA3W C YEM OH NPOCUT
nepeBecTn AeHbIN

CoTtpyaHukom NPP, npeanararowmm
NbroTbl U NYTEBKW, yaaneHHyo paboTy
Npun 3TOM NPOCUT ONnaTUTb
perncTpaunoHHbIN B3HOC

CoTpyaHnKkomMm BbaHKa, BbiIMaHUBaOLLIUM
OaHHble KapTbl 1 naponu nz CMC noa
L npeasioroMm MoLLEeHHNYECTBa Mo Ballen

Q KapTe unm cbost CUCTEMBbI




KEM MOXET NPEACTABUTHCA © s i
MOLLIEHHWK?

CoTpyaHUKOM couuanbHbIX Cryxo,
npegnararowmm KoMmneHcauum

CotpyagHukom INXO/npokypaTypbl/UHbIX
0 opraHusauuun, pacckasbiBaloLLUM

O MOLLUEHHNYECTBE, BbIrOAHOM BINOXEHUN
OeHer, DpOKEPCKUX UNN ANNEPCKUX
ycrnyrax

[TokynaTtenem Balwlero ToBapa c canta,
BbIMaHMBalOLWMM OAaHHblE KapThl

n naponun n3 CMC, noa npeanorom
nepeBoga Bam aBaHca




€ S5 & CoEpbAnK

[locTapanTecb YCNOKOUTLCA
N HE NPUHMMATb peLleHnU
cpasy

METOObl
MPOTVBOOENCTBUS
COLMAITbHOW
NHXXEHEPUW

25



METOObl  ~
MPOTVBOOENCTBUS
COLMAITbHOW
NHXXEHEPUW

€ S5 & CoEpbAnK

[ToMHUTE — PaBOTHUKK DaHKa

HUKOraa He 3anpaluvBatoT

* [1TNH-kog nnun kog 6esonacHOCTU

* TOrMH 1 Naponb oT CoepbaHkK
OHnanH

* naporsnb n3 CMC

26



€505 & corpbank

He coBepLianTte Kakme-nmbo
onepaLumn c KapTou
MO UHCTPYKLUMSM 3BOHSILLENO

METOObl —
I_I POTM BOHE MCTB VIF' "ash(:gbus
COUMATNBHOMN

MHXXEHEPUI

<)
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€ S5 & CoEpbAnK

[Tonoxute TpyoKy U Nepes3BoHUTE
camMmu no opuunanbHOMy
HOMepy opraHusauuu

METOObI
NPOTVBOOENCTBUA
COLIMATNBHOM
NHXXEHEPWM

28



METOOb! MPOTMBOOENCTBUSA © SComit

UTtobbl oTnnunTb coTpyaHuka CoepbaHka,

3anuwmTe Homepa 6aHka B TenedoHHyto khury: 900, 8800555-55-50
Ecnu 3BOHOK ByAeT ¢ Apyroro Homepa, OH 0TO6pPa3nTCH Kak HEM3BECTHbLIN

29



CBEPBAHK OTIPABJIAET CMC
TONBbKO C HOMEPOB 900 1 9000

9

iMessage
CerogHa 19:38

VISA9154 18.10.17
18:43 nokynka 32480p
AEROFLOT BbanaHc:
17245p

—

;T —

1030 AM

<

iIMessage
CeroaHn 21:27

MeaH Cepreesuny,
HenasHO Bbl 3akpbinun
BKNap, B OTAeNneHuu
Cbepbanka. OueHure,
noXanyucra,
HacKoNbKo Bbl
OCTanuchb JOBObHbI
obcnyxuneaHnem?
HanpaBbTe B OTBETHOM
SMS 6an ot 1
(coBepweHHo HE
[0BOMbHbI) Ao 10
(o4eHb NoBOMbHbI). SMS
onnavnBaeTtcs no
Tapudy Bawero
MOBUNbHOro

onepatopa. C6epbaHk

05w .

®

% CBbEPBAHK
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METOObI
NPOTVBOOENCTBUA
COLIMATNBHOM
NHXXEHEPWM

€ S5 & CoEpbAnK

Ecnn coobwmnnu ceoun
OAHHbIE KapTbl NO3BOHUTE
no Homepy 900 n coobLnTe
O CITy4YMBLUEMCH

31



91O HYXHO 3HATb

MoLlueHHn4YecTBO Mo noyTe u

CMC, npu kotopom
3MOYMbILLNEHHUKN «BbIYXXUBAKOT»
NINYHbIE AaHHbIE:

* OTMHbI

* naponu

 [1NH-koObl

* U apyrue

32



MEIEHCIBEI1 Bbl MOJNTy4YUIin lsme.. $ 5.0 53% & 15:45
HOBOE MMC: (< +r9053003414 ) L =
- SMS/MMS
—( mmmsgd.ru/mms/?vu l) e
ot I_IETp 900:Bawwuu
ﬁ KapTbl "Visa'
SABJIOKNPOBAHDbI!

Konn LeHTp:8905
301 2458 CoepbaHK he

33



He nepexoauTte ||

rl O CCbln Ka M e ’15;::'1\/;(:33221.01.2017

C Bawei kapTbl

3 NMMCEM 1 CMC, conuaerers

nnaTexHyw CUCTemMy

He 3BOHUTE
PEKOMEHOALIA BLeALCEEL LI e
Nno TenegoHam .
EE3OMACHOCTU = _
cooo - ©

L

4



PEKOMEHOAL A
[10
BE3OINACHOCTW

He coBepluanTe

Kakne-nnmbdo onepauunn
no nHctpykumam ns CMC

il MegaF LTE 8 09

+79588037225

0 () 85% [mm) 4

sl MegaFon LTE 18:10 © ) 85 % @) 4

+79588038764

eeeeeeee
Cero,m-m 18:09

Sberbank OHnanH. BUONETTA
FEHHAOVEBHA B. nepesen(a)
Bam 900.00 RUB

eeeeeeee
CerogHsa 18:10

EnvsaBeTta,BepHUTE
900p.Owmnbnaco!bnaropapto!
Ha kapty 4274320028700881




KAKOE CMC .U.EMCTBMTEJ-“:HO © S5y @ corpbank

900

+7 (967) 242-23-44 4 9000 )

iMessage iIMessage iMessage
Ceroaus 21:03 - CeroaHna 21:27

VISA** nepesopg 2000p Onepauuu no Bawen MeaH Cepreesuy,

yepes CbepbaHk KapTe NpuocTaHOBNEHDI HenaBHO Bbl 3akpbinu

OHnalH BbinonHeH. Ang UHdo 89661592721 BKN1a[, B OTAENeHUn

OTMEHbI onepauum Cb6epbaHk Cb6epbaHka. OueHure,

OTNpaBbTe B OTBETHOM noXanyucra,

MS kKomMaHav XXX HaCcKoNbKo Bbl
OCTanuch AOBOMbHDI

Bal Naposb B obcnyxuBaHnem?

CbepbaHk OHNanH. HanpaebTe B OTBETHOM
SMS 6an ot 1
(coBepweHHo HE

[oBonbHbI) Ao 10

(o4eHb 0oBOMbHbI). SMS
onnavnBaeTtcs no

Tapuody Bawero

Mo6unbHOro

onepartopa. C6epbaHk 36




CBEPBAHK OTIPABJIAET CMC
TONBbKO C HOMEPOB 900 1 9000

9

iMessage
CerogHa 19:38

VISA9154 18.10.17
18:43 nokynka 32480p
AEROFLOT BbanaHc:
17245p

—

;T —

1030 AM

<

iIMessage
CeroaHn 21:27

MeaH Cepreesuny,
HenasHO Bbl 3akpbinun
BKNap, B OTAeNneHuu
Cbepbanka. OueHure,
noXanyucra,
HacKoNbKo Bbl
OCTanuchb JOBObHbI
obcnyxuneaHnem?
HanpaBbTe B OTBETHOM
SMS 6an ot 1
(coBepweHHo HE
[0BOMbHbI) Ao 10
(o4eHb NoBOMbHbI). SMS
onnavnBaeTtcs no
Tapudy Bawero
MOBUNbHOro

onepatopa. C6epbaHk

05w .

®

% CBbEPBAHK
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MPUMEPbI MOLUEHHWUYECKNX COOBLLEHNIA ©siom @ i

{ Coofju. +7(903) 016-98-41 T[logbobHo

< 479053003414 ) .

CerogHsa 14:39
SMS/MMS
CnucaHue Ha cymmy 15510RUB
npoLwno ycnewHo. NHo.:

88005057341 cy660Ta, 11 deBpans 2017 T.

@@O:Bamu \

KapTbl "Visa
3ABJIOKNPOBAHDI!

Konn LleHTp:8905
\301 2458 CbepbaHK 34/3

:38

38




MPUMEPbI MOLUEHHWUYECKNX COOBLLEHNIA ©siom @ i

+79651196583

< 479060262207 )

cyb6oTa, 12 aBrycta 2017 .

@ [lo6poro
yTpa
MaKCcUM!
Ha Mmoeé
obmeHsieTe?
avito.m

cwa.ru/
5

SMS/MMS

BTOPHUK, 31 aHBapAa 20171

Ti?? http://videoii.ru/1 32th4/D

B 20:43




4YTO OEJIATD,
ECJIN BAC
OBMAHYIIN




B MOOUNLHOM
NMPUIOXEeHUNN

HaxXmute nKoHKy TenedoHa
B JIEBOM BEPXHEM YITy

7

900 +7 495 500-55-50

C mobunbHoro [1ns 3BOHKOB 13 ntobon
TenedoHa, 3BOHKMU TOYKM MUpPA,
no Poccumn becnnaTHble no Tapudam oneparopa

41



‘,EI,EI/ICTBI/IFI NP MOWEHHWYECTBE ®°¢ «o

@ Mbl Bcerga Ha cBA3u

NI

3angnTte B UHTEPHET-baHK
nnn mobuneHoe npunoxeHme CoepbaHk OHnanH

BoibepeTe kapTy

Haxxmunte «3abnokmpoBaTbh KapTy»

[Tocne 4yero no3BoHUTE B OaAHK

42



OCHOBHBIE NMPABUIA © ot @
@ CbepbaHk otnpasnsieT CMC Tonbko ¢ Homepos 900 n 9000

1
2,
©
4

Henb3sa cooblaTtb HUKOMY: NOorvHbl, naponu, NAH
n CVV-kogbl oT 6aHKOBCKMX KapT, NoagTBepxaatoLme
naponu ns CMC

He coBepLuanTe onepauum no npocbobe TpeTbnx nuLl

He rnepexoauTte no CCbliikaM € HEN3BECTHbIX HOMEPOB

icnonb3ynTte aHTUBUPYC

43



CINACUBO!
BJIIAT OOAP/M

3A BHNIMAHUE




€ S5 & CoEpbAnK

45



