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HHOJOKEHHUE
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r. Actpaxans, 2023 T.



HOJIOKEHHUE
0 KOHKYpce 110 HHGOpMAIMOHHOM 0€301MaCHOCTH
«ASU-CTF 2023»
Konkypc mno wunbopmanuonnorr Oe3zomacHoctn «ASU-CTF 2023» (mamee —
Konkypc) npoBoauTCsl €KEroITHO BECHON (PaKyIbTeTOM HU(POBBIX TEXHOJIOTHH U

K1OepOe30nacHOCTH ACTPaxaHCKOIO roCyapCTBEHHOTO YHUBEPCUTETA.

l. HEJb U 3AJJAYU KOHKYPCA
Heab: momuepkka U pa3BUTHE MPO(ECCHOHATBHBIX HABBIKOB IIKOJBHUKOB H
CTYJICHTOB B 00J1aCTH MH(POPMAIIMOHHOM 0€30MTaCHOCTH, MOBBIIIIEHHE MOTUBAIIUU K
MOJYYEHUI0O M  COBEPIICHCTBOBAHWIO YMEHHMH M HaBBIKOB B  00JacTH
HH(POPMAITMOHHBIX TEXHOJIOTHH.
3agaum:
— (¢opMHUpOBaHHE YCTOMYMBOTO HHTEpEca K BEIOpaHHOU npodeccuu;
— BBIpaOOTKa HABBIKOB pabOThI B KOMAaH/IE,

— pa3BUTHE CIIOCOOHOCTEN K 000OLIEHUIO, aHATN3Y, BOCIIPUATHIO HH(POPMALIHH.

Il. YYACTHHUKHU KOHKYPCA
2.1. K yuacturo B KoHKypce nmpuriamniaroTcs:
— vyuammecs 9 — 11 xmaccoB oO0mieoOpa3oBaTeIbHBIX OpraHU3amMi  (IITKOI,
TUMHAa3Ui, JUIeeB) T. ACTpaxaHu U ACTpaxaHCKOM 001acTy;
— yyammMecs YUYPeXACHMH CpeAHEro MNpo(ecCHOHAIBHOIO  00pa3oBaHuUs
r. AcTpaxasu;
— CTyHAEHTHI | — 2 KypCOB yUpeKICHHUM BBICIIIETO 00pa30BaHMUS.
2.2. CopeBHOBaHUS KOMaHJHbIE. MakcUMallbHOE€ KOJMYECTBO UEJOBEK B

koManzae — 4.

11, HMOPAJOK HOJAYM 3AAABKUN HA YYHACTHUE B KOHKYPCE
3.1. lna yuyactus B KoHkypce HEOOXOOUMO OTIPABUTh Ha DJIEKTPOHHBIN ajapec

asuctf@yandex.ru 3anonHennyo 3asBky (I[Ipunoskenue 1) v ckaHbl corjacuii Ha



00paboTky mepcoHanbHbIX AaHHBIX ([IpunokeHne 2 — ms COBEPIIEHHOJIETHHUX
y4acTHUKOB, [lpunokennme 3 — JUIsI  HECOBEPIICHHOJETHUX YYACTHHUKOB!
3aIIOJIHACTCS KaXIbIM YYACTHUKOM KOMAaH[Ibl, OPUTMHAJI CIACTCA B OPIKOMUTET B

neHb nposeneHus Konkypcea).

3.2. Nndopmanust 0 cpokax Mojauyd 3asBKH yKa3bIBaeTCs B HH(POPMAIMOHHOM

IIMCBMC. OpFKOMI/ITeT HMCCT IIPpaBoO IPOAJINTE CPOK IIOJAYH 3asABOK.

3.3. YyacTue B KOHKypCE JJisl BCEX YUaCTHUKOB 0eCIJIATHOE.

V. HNMOPAJOK ITPOBEJEHUSA KOHKYPCA
4.1. dopmar copeBHoBanmit — task-based CTF.
4.2. J1ns BeinonHeHus 3aaanuii KoHkypca ydyacTHUKaM MPeI0CTaBIseTCs TOCTYI K
crienuaibHOMY BeO-caiity Konkypca.
4.3. YyacTHUKH O00s3aHBl CaMOCTOSATEIBLHO O00€CneunTh ce0d HEOoOXOIUMBIM
KOJIMYE€CTBOM HOYTOYKOB (HETOYKOB) C MUTAHUEM.
4.4. KoHKypC NpOBOAMUTCS B TEUEHHE OJHOTO JIHS B ABA 3TANA!
1 sram — mocraHoBKa 3ajaud, padoTa HaJ pelieHWeM 3aJaHuil B o0yactu
MH(OPMAIMOHHOW 0€30MaCHOCTH.
B pamkax 1 srama komaHmaMm mpejjaraeTcs PeuIuTh 3aJaHusl, CBS3aHHBIC C
nHpOpMAIIMOHHOW  0€30MacHOCThI0O W 3amuMTON  WHGOpManuHM. 3adaHus
MOJIPA3NICTAIOTCSl HA HECKOJIBKO KaTeropwii: Kpunrtorpadwus, creraHorpadus,
KOMITbIOTEPHAS] KPUMUHAJIMCTHKA, YKCIUIOUTHHT, 0OpaTHas pa3paboTKa, 3aJaHus Ha
MOWCK BEO-ySI3BUMOCTEH, TTOMCK WH(OpPMAIMU B OTKPHITOM HCTOYHHUKE, a TaKKe
3aJIaHUs Pa3BIICKATEIIBHOTO XapaKTepa.
B pamkax 2 3tana npoBoauTcs pa3dop 3amanui, moaBojasatces utoru Konkypca.
OO6m1ast MPoAOTKUTEILHOCTh — HE 0oJiee 6 4acoB.
4.5. CopeBHYIOLIMECS OLICHUBAIOTCS OTAEIBHO B ABYX KATETOPHUSIX:
AouTtypuenTnbl — yvamuecs 9-11 knaccoB, 1-4 KypcoB y4UpexIEHUN CPEIHETrO
npodheCCUOHAIBHOTO 00pa30BaHus;

CTyaeHTBI — CTYyIEHTHI 1-2 KypCOB YUpeKAEHUI BBICIIETO 00pa30BaHUS.



4.6. Bo Bpems mpoBeneHusi KoHkypca yd4acTHMKM MOTYT OOIIAThCA TOJIBKO C
YIEHAMH CBOE€M KOMaH/bl U MPEICTABUTEISIMA OPTKOMUTETA.

4.7. Bo Bpems npoBeneHnst KoHKypca ydyaCTHUKaM 3alpeliacTcs:

— TMPOBOJUTH ATAKM HA aBTOMATHU3UPOBAHHYIO CUCTEMY MOIAEPKKH CEPBUCOB U
IIPOBEPKHU PEILECHNN;

— TEeHEepHpPOBaTh HEONPABAAHHO OOJIBIION 00BEM TpaduKa;

— MellaTh BCEBO3MOXHBIMH  CIIOCOOAMU  TOJydyeHHIo  (rara  Japyrumu
YYaCTHUKAMU;

— cooOmaTe ycloBUs 3aJad, a TakKe 3HAueHUs (IaroB ydaCTHHUKAM APYTHX
KOMaH/.

4.8. 3a Hapyuenue TpeboBaHMil HacTosiero IlonoskeHus wiu HapylieHUE Xoja
KoHkypca koMaHja MOKET OBbITh JUCKBATU(PUIMPOBAHA [0 PEIICHUIO KIOPH.

4.9. XKropu ompenensieT MpaBUILHOCTh BBITIOJIHEHUS 33JlaHUN C UCIOJIb30BAHUEM
JlaHHBIX Ha BeO-caiite Konkypca.

4.10. Ecnu mno xoay mnpoBeaeHusi Konkypca ObUIM OTMEYEHBI HapyLICHUS
TpeOoBaHuii Hactosuiero IlomoxeHusi, y4YaCTHUKH JOJDKHBI OOpaTUTh Ha HUX
BHUMAaHHE TMpPEACTaBUTENEH OPrKOMHUTETa C UENbl0 YCTPAHEHUs NPUYUH
HapyIlICHUSI.

4.11. B cmydae Hecorjacusi C MOpeaBapUTEIbHBIMU pe3ynbTaTaMu KoHKypca
YYaCTHUKHU MOTYT MOJIaTh aneJUISIUI0 B OPrKOMUTET /10 OIJIAIICHUS! PE3YJIbTAaTOB
Konkypca.

4.12. Ecnu mo pe3ynbTaTaM anesuIsiui U3MEHsTCs pe3ynpTaThl KoHkypca, ciiicok
noOeauTeneil U MpU3epoB TaKKEe MOKET U3MEHUTHCS.

4.13. Kiopu B 00s3aTeIbHOM MOPSIIKE OTrJallaeT pe3yJbTaTbl PACCMOTPEHUS

MMOCTYIIMBIIHNX anennslunﬁ A0 OrIalICHHA UTOTOBBIX PE3YJILTATOB KOHKpr&.

V. TOJBEJEHHUE UTOI'OB COPEBHOBAHUI
W HATPAKJIEHUE IOBEJUTEJEN
5.1. Oruyamenue pe3ynbTaTOB OCYLIECTBISETCS B J€Hb IpoBeaeHus KoHkypca

MOCJIE IIOABEIECHUS UTOTOB.



5.2. Komannpl, 3aHsBINE MPU30BBIE MecTa, Harpaxaatorcs aumiomamu |, 1, 111
cTeneHu. J{ummomel Oy IyT BpyUEHBI KAXKIOMY YI4ACTHUKY KOMaH/IbI.

5.3. Bcem koMmanmam OyayT BpydeHsl cepTudukarsl 00 yuactun B KoHkypce.

OPITKOMMUTET COPEBHOBAHUM
Oprrkomuter CopeBHOBaHHUMN — ACTpaxaHCKUI rOCYJapCTBEHHBIN YHUBEPCUTET HM.
B. H. TarumeBa, ¢axkynsTeT IUPPOBBIX TEXHOJOTUH W KHOEpOE30MacHOCTH,
kadeapa nHOOPMaIIMOHHONW 0€30MacHOCTH.
Pykoseooumenv Copesnosanuii:
Hemuna Panca IOppeBHa, KaHAMAAT TEXHUYECKUX HAYK, H.0. 3aBEAYIOILIETO
Kadeapoit nHGOpMAIIMOHHON 6€30TaCHOCTH.
Kiopu copeenosanuii:
AxxmyxamenoB Mckanmap MaparoBud, JOKTOp TEXHUYECKUX HAyK, JEKaH
dakynbTeTa HUGPOBBIX TEXHOJIOTUHN U KHOEpOE301MacHOCTH,
MapsenkoB Anekcannp HukonaeBuy, KaHAUAAT TEXHUYECKUX HAYK, 3aBEAYIOIIHI
kadeapoit U poBbIX TEXHOJIOT U,
I'ypckas Tathsna ['eHHagueBHA, KaHIUIAT TEXHUYECKUX HAYK, JOIEHT Kadeapsl
nH(OPMAITMOHHON O€30MTaCHOCTH.
Hnupopmayuonnan noooepircka npoekma — CTyneHThl ¢akyiabTeTa IUGPOBBIX
TexHonorud u kubepoOeszonacHoctu AI'Y um. B. H. Tarumesa (nampabieHue
«MuadpopmanionHas 6€30MmacHOCTHY).
Anpec oprkomuteTa: T. Actpaxanb, yi. Tatumesa 20a, kopnyc TII (mpuctpoii k
yuebHomy koprnycy Ne 1), aya. 608 (kadenpa nuHpopMaIimoHHON OE30MACHOCTH).
KonrtaktHbii Tenedon: 8(8512) 246847.
E-mail: asuctf@yandex.ru, kafedra_ib_agu@mail.ru

Commanbhbie cetu: https://vk.com/security_aspu


https://vk.com/security_aspu

Ipuiaoxenue 1

(I)opMa nmoJaavam 3asiBKH

Hazpanue KOMaH/IbI

VYyeOHoOe 3aBecHIE

Kracc/kypce

KoHnTtakTHBIN TenehoH

[IpurnamieHue AJ1st OYHOTO y4acTHUs TpedyeTcs™/He Tpedyercs

®.1.0. kyparopa KomaHAbl (TIE€Haror,

MOATOTOBUBIINN KOMaH/TY)

JononHuTenbHas HHGOpMAIIHS

CnucokK y4acTHUKOB

d.1.0. E-mail

* Ecnu ydacTHUKaM TpeOyeTcst IpUIIIalieH e sl OYHOTO YJacTus, Ui ero opOopMIICHHS He00X0IMMO yKa3ath B 3asBke ©.1.0.

(TTOTHOCTBIO) PYKOBOIUTEINS 00pa30BaTEIFHON OpraHU3allHu.




Ipuaoxenne 2

COI'JIACHE
Ha 00padoTKY MepCcoOHATBLHBIX JAHHBIX
r. AcTpaxaHb « » T.
A, )
(®1.0)
« » rojia poxiaeHusl,
cepus Ne BbIJIaH

(BUJ IOKyMEHTa, YJ0CTOBEPSIOILErO JINUHOCTD)

(xoraa u Kkem)

oOyuaromuiics (-asics) B ,

(HauMeHOBaHUE 00pa30BaTEIbHON OpraHu3alMu (YUpexKIeHuUs ), Kypc)

HACTOALIUM J1ato cBoe cornacue OprkoMUTETY COPEBHOBaHUMN (AcCTpaxaHCKHUM rocy1apCTBEHHBIN
yauBepcuteT uM. B. H. TatumeBa, gakynbreT MUGPOBBIX TEXHOJIOTHIA U KHOEpOE30MacHOCTH,
kadenpa wuHPOpPMAMOHHONW O0E30MaCHOCTH) HAa O00pabOTKYy MOWX TICPCOHAIBHBIX JIAHHBIX,
yKa3aHHBIX B HACTOSIIEM COIJIACHH, B (hopMe TOJauu 3asBKH: (haMuiIvsi, UMsi, OTYECTBO, JaTa
PO IeHHs, AaCIIOPTHBIC JaHHbIE, yueOHOE 3aBeicHne, Kypc (kimacc), Homep Tenedona, e-mail, —
U MOATBEPIK/IAK0, YTO, JaBasi TAKOE COTJIacHue, s JCHCTBYIO CBOCH BOJICH U B CBOMX MHTEpECax.

Cornacue gaercs MHOIO JUIS IIEJIei: yJacTHs B KOHKYpce 1Mo MH(pOpMaIMOHHOW 0e301acHOCTH
«ASU-CTF 2023».

Hacrosiee coryiacue npeocTaBisieTcst Ha OCYIIECTBICHUE TIO0BIX 1€HCTBUI B OTHOIIEHUH MOMX
NIepCOHAILHBIX JaHHBIX, KOTOPBIE HEOOXOAMMBI MIIH YKEJIAeMBbI JUIS TOCTHXKCHHUS YKa3aHHBIX BBIIIIE
nenel, Bkitoyas (6e3 orpaHndeHus) coop, cucTeMaTH3altio, HaKOIUIEHNE, XpaHeHHEe, YTOUHEHUE
(oOHOBNIEHME, W3MEHEHHUE), HCMOJIb30BaHUE, pAaclpocTpaHeHHe (B TOM 4YHCIE Iepeaaya),
o0e3nnuuBaHue, OJ0KHPOBaHHE, YHUUTOXKEHHE EPCOHANIBHBIX IaHHBIX, a TAK)XKE OCYII[ECTBIICHHUE
JO0BIX HWHBIX JEHCTBUM C MOMMM TNEpPCOHAIBHBIMM JaHHBIMM C Y4YeTOM (enepalbHOTO
3aKOHOJIaTeNbCTBA.

|:| HE BO3paXKal0 IPOTHUB OIyOJIMKOBAaHMS MOUX IEPCOHAIBHBIX HAHHBIX ((pamuius, ums,
yueOHOe 3aBelneHue, Kypc (kimacc)) Ha odunuanbHOM uHTepHeT-mopTane AI'Y um. B. H.
TaTuieBa u B COICETAX B CTydae 3aHATHS IIPH30BOro Mecta.

B CJIydac HCIPABOMEPHOI'0 HCIIOJB30BAHUA MPEAOCTABIICHHBIX MHOK IEPCOHAIIBHBIX JAHHBIX
corjiaCue OT3pIBacTCA MOUM ITMCbMCHHBIM 3a54BJICHHUCM.

(®.1.0., moanuch JUIIa, JaBIIETo COrIache)

« » T.

! IlocTaBuTH TaJIOYKY WK KPECTUK B KBAJIPATUKE B CJIyda€ COIrlaCcus



Ipuaoxenne 3

COI'JIACHUE
Ha 00padOTKY NMepCOHAJbHBIX JAHHBIX
r. AcTpaxaHb « _» r.
ﬂ’ 2
(@®1.0)
« _» roJia pOKJICHUS,
cepus Ne BBIIaH

(B KOKyMEHTA, YAOCTOBEPSIOLIETO IMIHOCTS)

(xorza u xem)

SIBJISISICH 3aKOHHBIM TPEJICTaBUTEIEM (OTIEKYHOM) HECOBEPIIICHHOETHETO (HEAEECTIOCOOHOTO)

(®1.0))

« » roJia pOXKJICHUs,

obOyyaromierocs(erncs) B ,

(HanMeHOBaHKe 00pPa30BaTEIBLHON OPraHU3alMH, KIIACC/KypC)

Ha ocHoBaHMM 1. | cT. 64 Cemerinoro koaekca P® (m. 2. ct. 15 @3 ot 24 anpesnst 2008 r. N 48-03
"OO0 omneke U MOMEeYUTENbCTBE"), HACTOSAIIUM Aar0 cBoe corjacue OprkOMHUTETY COPEBHOBAHUI
(ActpaxaHckuil ToCcyaapcTBeHHbI yHuBepcuteT UM. B. H. TarmmeBa, dakymbrer nmudpoBbix
TexHoJoruil u kubepbesonacHoctu, kadeapa nHPOPMAIIMOHHON Oe30macHOCTH) Ha 00pabOTKY
NEPCOHAIBHBIX JAHHBIX MOEr0 HECOBEPUICHHOJETHET0 pedeHKa (I10J0NEYHOro), yKa3aHHBIX B
HACTOSAIIEM COTJIaCHHU, B JopMe MOIa4uM 3asgBKU: MOU (haMUJIHS, UM, OTYECTBO, JaTa POXKICHUS,
MacropTHBIC JlaHHbIe; (pamMuiIns, UMs, OTYECTBO, yuyeOHOE 3aBeleHHE, Kypc (Kiacc), HOMEp
tenedoHa, €-mail HecoBepIICHHOIETHETO, — M MOATBEP)KIAI0, YTO, JaBas TAaKOE COTJiacHe, 5
JICUCTBYIO CBOEH BOJIEH U B HHTEPECAX HECOBEPIICHHOJIETHETO.

Cornacue maercs Ui 1eneil yqyacTusl B KOHKypce 1o uHbopMaimoHHoi 6e3omacHoctr «ASU-
CTF 2023».

Hacrosmiee cornmacue mpenocTaBiseTcss Ha OCYIIECTBICHHE JFOOBIX JEWCTBUN B OTHOIICHUU
NEPCOHATIBHBIX JAHHBIX, KOTOPLIC HCO6XOI[I/IMI)I HJIN KCTTACMBI I JOCTUIKCHH A YKA3aHHBIX BBIIIC
nenel, BKiIo4Yas cOOp, CHCTeMAaTH3allli0, HAKOIUJICHHE, XpaHEeHHe, yTouyHeHue (0OHOBIEHHE,
W3MEHEHUE), MCIOJIb30BaHUE, PACIPOCTpaHEHHE (B TOM 4YHCIE Tepenaya), 00e3TUYMBaHUE,
OJIOKMpOBaHME, YHHUTOKEHUE MEPCOHATIBHBIX JAHHBIX, a TAK)XKE OCYIIECTBICHHE JIFOOBIX MHBIX
JEeNCTBUI ¢ MOMMHU MEPCOHAIbHBIMU JAHHBIMU C YUE€TOM (PeIepaIbHOTO 3aKOHO1aTENbCTBA.

|:| HE BO3pa)kal0 MPOTHB OMYOJUKOBaHMS MEPCOHAIBHBIX JAHHBIX HECOBEPIICHHOJIETHETO
(pamunus, ums, yuebHOe 3aBelieHUE, Kypc (Kiacc)) Ha opuIMaTbHOM HHTEepHEeT-opTane Al'Y
uM. B. H. Tatumesa u B COICETAX B CIydae 3aHATHS TIPH30BOTO MecTa.?

B CJIydac€ HEIMPABOMEPHOTO MCITOJIB30BaHUA MPEAOCTABIICHHBIX IIEPCOHAIBHBIX JAHHBIX COIJIaCUue
OT3bIBACTCA MOUM ITMCbMCHHBIM 3as1BJICHUCM.

(®.1.0., moanuch JUIIa, TaBIIEro COryiacue)

« » T.

2 IlocTaBuTH TaJIOYKY HUJIN KPECTUK B KBA/IPATUKE B ClIydae corjiacus



